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FEDERAL BUREAU OF INVESTIGATIONS

(Pending Approval from FBI HQ Washington D.C.)
PURPOSE

The purpose of this Appendix is to delineate responsibilities necessary to
respond to an aviation incident / accident.

MISSION

To respond to aviation incidents involving criminal intent or terrorist activity.

SITUATION & ASSUMPTIONS

In responding to incidents involving criminal intent or any form of terrorist activity,
Presidential Decision Directive - 39 U.S. Policy on counter terrorism two forms of
management will be implemented. Crisis Management" which refers to
measures to identify, acquire, and plan the use of resources needed to
anticipate, prevent, and/or resolve a threat of terrorism. The Department of
Justice is designated as the lead agency for threats or acts of terrorism within the
U.S. territory. The Department of Justice assigns lead responsibility for
operational response to the Federal Bureau of Investigation. Consequence
Management refers to measures to protect the public health and safety, restore
essential government services, and provide emergency relief to governments,
businesses, and individuals affected by the consequences of terrorism. The
Federal Emergency Management Agency is designated as the lead agency for
consequence management within U.S. territories.

I ON AIRPORT To include a mutually agreed upon buffer zone between
the Guam International Airport Authority and the Guam Fire Department
(see GIAA/GFD MOU)

a. Military Aircraft

(1) The GIAA s Fire Chief is designated Incident Commander
and assumes primary responsibility for Consequence
Management activities and operations until arrival of U.S. Air
Force officials.

(2) The FBI will be responsible for all Crisis Management
activities and operations.
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b. Commercial Aircraft

(1)

(2)

The GIAA s Fire Chief is designated Incident Commander
and assumes primary responsibility for all Conseguence
Management activities and operations. Establishes a unified
command using the OCD s ICS.

The FBI will be responsible for all Crisis Management
activities and operations.

OFF AIRPORT FEDERAL PROPERTY

(1)  First Fire Chief at site becomes on scene commander and directs
all Consequence Management activities and operations.

(2)  The Air Force is the designated Incident Commander. Upon arrival
the Air Force will assess the situation and implement appropriate
military response level as detailed in their Appendix. If civil
authorities are required, a unified command will be established.

(3)  The FBI will be responsible for all Crisis Management activities and
operations.

OFF AIRPORT OTHER THAN FEDERAL PROPERTY

a. Military Aircraft

(1)

(2)

The GFD Fire Chief is designated Incident Commander and
assumes primary responsibility for critical emergency
response and rescue until Air Force aircraft accident
response commander arrives on scene (approximately 30
minutes). Upon arrival Air Force will assess the situation,
and implement appropriate military response level as
detailed in their Appendix. If civil authorities are required, a
unified command will be established.

The FBI will be responsible for all Crisis Management
activities and operations.

b. Commercial Aircraft

(1)

(2)

The GFD Chief is designated Incident Commander and
assumes primary responsibility for critical emergency
response and rescue. Establishes a unified command using
the OCD s ICS.

The FBI will be responsible for all Crisis Management
activities and operations.



4. SEA/COASTAL WATERS

(1)  First Fire Chief at site assumes primary responsibility for critical
emergency response and rescue until the U.S. Coast Guard arrives

on scene.
(2)  US Coast Guard will implement the U.S. Coast Guard Mariana’s

Section Guam Air/Sea Disaster Preparedness Plan, and is the
designated Incident Commander.
(3)  The FBI will be responsible for all Crisis Management activities and

operations.

Memorandum of Understanding (MOU) with ail federal agencies and Department
of Defense Armed Forces will be activated to insure a Unified Command
Response to an aviation incident or accident and will include all the Response

Agencies required to appropriately respond.

CONCEPT OF OPERATIONS

Incident Response:

1. Threat Assessment:
. Behavioral
. Operational
. Technical
2. Technical Advice:
. DOD
. DOE
. HHS
. EPA
. NTSB

FEMA/Civil Defense

PHASE | — RAPID DEPLOYMENT

1. Contain and stabilize the scene, provide OSC with technical advice,
limited analytical and operational capability.

2. Supporting FBI Units:

National Security Division (WMD)
Counter-terrorism Division

Critical Incident Response Group (CIRG)
FBI Laboratory Division
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. Incident Response Division (Engineering Section - CRT)
(Information Resources Rapid Start)

PHASE |
1. Extensive deployment of FBI and specific other agency resources,
establishment of JOC, preliminary consequence management
effort.

2. Supporting Agencies:

PHASE Il

. NTSB
. FEMA/Civil Defense

1. Transition from law enforcement to consequence management
effort.

2. Supporting Agencies:

. NTSB
. FEMA/Civil Defense
. FRP deployment of proponent agencies
. DOD command structure supporting civil authorities.
3. Maintain law enforcement operations in support of Consequence
Management.

0OSC WMD/CRIMINAL INTENT CHECKLIST

1.

Consolidate and evaluate all intelligence to determine potential for a
WMD/Criminal intent involvement.

Report incident via secure communication to FBI HQ, NSDWMD and
SIOC.

Expand the intelligence component of CP to establish a Sub-element to
focus on data related to the WMD/Criminal Investigation.

Based upon the assessment results that the incident is a potential WMD
situation and criminal intent has been suspected to have caused the
incident, a JOC will be established.



10.

11.

12.

13.

14.

15.

. In a terrorist incident involving a WMD, PDD-39 places the FBI in
charge of Federal investigation into the matter. The FBI along with
the FAA has concurrent jurisdiction of aircraft. Organizing and
command/control of a JOC is the responsibility of the FBI. Maintain
expanded intelligence component to handle information pertinent to
that investigation.

. Expand administrative and logistic components to address matters
relating to assistance from incoming agencies. This will maintain
focus on the Crisis resolution effort, preventing the JOC from
evolving into an overall information center.

Activate a point of contact to maintain open communications with SICO.

Notify the FB! Honolulu Division Bomb Technician and consider
establishing an EOD component in the JOC.

Direct the JIC to open communications with FBI HQ and DOJ media in
order to develop an immediate media strategy. Consolidate media
representatives from other agencies into the JIC.

Identify local/state officers and agencies affected by the incident and have
the liaison component develop a communication plan for rapid and
continuous dissemination of information as appropriate.

Insure the administrative component initiates a security plan and develop
procedures for rapid verification of clearances.

Formulate a command structure and decision making format for the
command group.

Open an executive summary log.

Designate a consequence management component to assist other
agencies in assimilating into the JOC structure and facilitating the flow of
information and intelligence.

As consequence management agencies arrive on scene and establish
their own operation centers, separate from the JOC, dispatch liaison
representative to each.

If the incident if found to not be of criminal intent and a transfer of authority
to FEMA/Civil Defense or NTSB occurs, coordinate hand-off procedures.
Disseminate information to all components, agencies and affected
authorities.

Maintain a CP operation for continued investigation in the event authority



is needed to be taken back at the completion of consequence

management activity.
16.  Support Consequence Management effort as necessary.

Support Agencies required to support FBI s response operations:

All GovGuam Law Enforcement Agencies.
All Federal Law Enforcement Agencies.

N =

U.S. Air Force

U.S. Navy

U.S. Coast Guard

Office of Civil Defense
Environmental Protection Agency
Department of Public Works
Guam Waterworks Authority
Guam Power Authority

Naval Hospital / GMH / DPHSS
10. Military Fire Depts. Navy/ Andersen
11. U.S. Forestry

12. Guam Telephone Authority
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Guam Emergency Response Plan

Government of Guam will forward the request to FEMA for review
and final determination. Prior to forwarding to FEMA, Government of
Guam will review the request for eligibility and will ensure that the
request contains the following information:

1) The reason for requesting an alternate project

2) A description of the proposed work

3) A schedule of work

4) A cost estimate

5) Necessary assurances to document compliance with special
requirements, including, but not limited to, floodplain
management, environmental assessment, historic preservation,
hazard mitigation, protection of wetiands, endangered species
and insurance

Requests for alternate projects should be submitted to FEMA and
approval obtained prior to starting the proposed work. If the request
is approved by FEMA, funding of an alternate project will be 75% of
the Federal share of the approved Project Worksheet estimate.

7. Time Limitations — Government of Guam will ensure that approved work

is completed within the following time frames from the date a major
disaster or emergency is declared:

Emergency Work = 6 months
Permanent Work = 18 months

Time Extensions — An applicant may request a time extension on any
approved Project Worksheet by submitting a written request to
Government of Guam. The request must include:

1) the dates and provisions of all previous time extensions for the
project,

2) a detailed justification for the delay,

3) a projected date for completion.

Such a request shall be submitted in writing prior to the completion date
currently in effect. Government of Guam may grant a time extension if
the reason for delay is based on extenuating circumstances or unusual

project requirements, beyond the applicant’s control so long as the
additional time requested does not exceed the following time frames:

Emergency Work = 6 months
Permanent Work = 30 months

Government of Guam will notify FEMA of all times extensions that have
been approved. Government of Guam will provide FEMA with copies of
the applicant’s documentation supporting the time extension. Requests
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Guam Emergency Response Flan

for time extensions beyond Government of Guam authority will be
forwarded to FEMA in writing for determination with the State's
recommendation in accordance with the requirements of 44 CFR,
Section 206.204 (d). Work performed after the last approved completion
deadline is subject to having funding reduced or withdrawn.

9. Project Completion

a. Upon completion of a large project, the applicant will be required to
submit a project cost summary to Government of Guam that lists all
fabor, equipment and materials and construct costs associated with
making needed repairs. Gov Guam will conduct a review of the
project’'s documentation to verify the actual project cost. If a large
project was 100 percent complete at the time the Project Worksheet
was prepared, the eligible cost was based on actual cost information
and the applicant is not claiming additional funding, no further review
by Government of Guam will be necessary.

b. Upon completion of all approved work, the applicant will be required
to submit the Project Completion and Certification Report (P-4) to
Government of Guam certifying that all work has been completed in
accordance with funding approvals and that all claims have been
paid in full.

c. [f an approved project is not completed, the applicant will be required
to return the federal funding that was provided for that project in
accordance with paragraph Vi, C, 1, (c).

10. Cost Qverruns

Small Projects: The applicant may submit an appeal for a cost overrun
within 60 days of completion of the last small project. Government of
Guam will verify all cost overruns and under-runs of small projects
submitted by the applicant by conducting a review of all approved
Project Worksheets. Government of Guam will base its recommendation
for additional funding on the documented costs obtained during the
review and will forward a report to FEMA for final determination. The
final eligible costs will be based on the sum of all net under-runs and
over-runs of all small projects.

Large Projects: The applicant will submit a written completion and
certification report as their large projects are completed. A Project
completion and Certification Report (P-4) must be submitted to
Government of Guam within 90 days of completion of the applicant's last
large project. Large Project cost overruns will be based on actual eligible
costs as documented by the applicant.

The applicant will notify Government of Guam in writing of substantial
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Guam Emergency Response Plan

cost increases at the time the increase is identified. Government of
Guam will forward the applicant’'s request and recommendation to FEMA

for an eligibility determination.

11. Disputes/Conflict Resolution — In order to expedite funding and minimize
applicant appeals, the following conflict resolution process should be

followed:

a. The applicant will submit to the Sate PAC a request for
reconsideration. The applicant should attach a statement defining the
iIssue to be considered and supporting documentation.

b. The State PAO and the FEMA PAQ will convene a review with the
State PAC, the FEMA PAC (and any required specialists) required to
consider issue.

c. The State PAQO will provide the applicant with a written determination.

d. In the event the applicant is not satisfied with the determination, the

applicant may submit an appeal.

12. Appeals — Upon receipt of an appeai from the applicant, Government of
Guam will review the material submitted, make such additional
investigations as necessary, and will forward the appeal with a written
recommendation to FEMA within 60 days. An appeal must be submitted
by the applicant within the following time frames:

a. Any FEMA determination — 60 days from the date of written notice of
the determination being appealed.

b. Any State determination on Time Extensions — 60 days from the date
of written notice of the determination being appealed.

c. Small Projects Cost overrun ~ 60 days from the date the last project
was completed.

d. Second Appeal — 60 days from the date of written notice of the
determination made on the first appeal.

13.Final Inspection — A final inspection and/or audit will be conducted by
Government of Guam and/or FEMA, on all large projects once the
projects have been- completed and the project Certification and
Completion Report (P-4) has been submitted (unless the PW was 100%
complete at the time it was prepared in accordance with paragraph
C,7,a) in order to certify the FEMA that the reported costs were incurred
in the performance of eligible work. For those projects of a technical
nature, a qualified member of the applicable State agency to which the
project pertains will conduct a final inspection. The final inspection
should be completed as soon as practical following the receipt of the
project cost summary from the applicant.

14. Audit Requirement ~ Audit requirements will be accordance with 44
CRF, Part 14 or OMB Circular A-133, as appropriate.
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Guam Emergency Response Plan

a. A review of all large projects (and all small projects with significant
cost overruns) will be conducted by Government of Guam and/or
FEMA once those projects are completed. Applicants expending
$300,000 or more in total Federal financial assistance in a fiscal year
will be required to have an audit made in accordance with the Single
Audit Act Amendments of 1996 — OMB A133.

b. Applicants will be required to provide their assigned State agency a
copy of the Single Audit.

D. Records and Reports

1.

Progress Reports — Government of Guam will submit a quarterly
progress report to FEMA, which will contain the status of all large
projects, which have not received final payment. The National
Emergency Management Information System (NEMIS) will be utilized for
conveying quarterly information. The first quarterly report will be
submitted three months from the date the DFO opened or on a quarterly
schedule mutually agreed upon between FEMA and the State.

Closeout — Each applicant will be closed-out once it is determined that
all work has been completed, all necessary documents have been
received, any appeal for small project overruns has been reconciled, the
costs for each individual large project have been reconciled, all project
paymenis have been made, and no further action is pending or
anticipated (including litigation or lawsuits). Government of Guam will
notify FEMA when ali eligible funds have been paid to an applicant and
request Applicant closeout. When all applicants have been closed-out
and all eligible Grantee funding has been reconciled, Government of
Guam will request of FEMA that the Public Assistance Program for that
disaster be closed.

The closeout of a grant does not affect:

a. The federal agency's right to disallow costs and recover funds on the
basis of a later audit or other review;

b. The grantee’s obligation to return any funds due as a result of {ater
refunds, corrections, or other transactions;

c. Records retention as required by 44 CFR, section 13.26;

d. Property management requirements in 44 CFR, section 13.31 and
13.32; and

e. Audit requirements in 44 CFR, section 13.26.

Financial Status Report (SSF 269/SF 269A or FEMA 20-10) — The
grantee shall submit the financial reports to the FEMA regional office 30
days after the end of the first federal quarter following the initial grant
award. Financial Reports will be submitted to FEMA at least quarterly
thereafter for State administered disaster assistance programs
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Guam Emergency Response Plan

authorized by the Stafford Act. Reports are due January 30, April 30,
July 30 and October 30.

4. Project Documentation (Record Retention) — The applicant will be
required to keep complete records of all work (i.e. receipts, checks, job
orders, contracts, equipment usage documentation and payroll
information) funded under the Public Assistance Program for three years
from the date that its project application is closed. During this three-year
period, all approved Project Worksheets are subject to State and Federal

audit/review.
Vil. Development and Maintenance

This plan will be reviewed and updated annually. Amendments will be made to
meet current policy guidelines, as required for all future Federally Declared
Disasters. Revisions will be forwarded to the Regional Director of the Federal

Emergency Management Agency.

The Government of Guam reserves the right to modify and/or amend the
current Administrative Plan based on the FEMA Public Assistance Organization
Plan so as to mirror staffing levels and restoration program goals and
operations.
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